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RISL, T 10.129.164.6:5555 IXFITE N <IP>:<Port> [ serialNumber — 2 To 2% % 42 (1% %
a Genymotion %% =77 Android il %% .

W R

1. B WA BT .
List of devices attached
2. WA ARERLS] adb BTG

List of devices attached cf264b8f offline

USB %%

BIE USB BEHSRIEFMEH adb FFZLRIELAT:
1. WRRESIER .
45 Android #& AL T IEWITHUIRZS, USB R4 M & e L 58 47
2. Android & BT R FE IR USB M CIT)E -
ATRAR| [¥#E ] - [JFR#FIED - TAndroid #iX] &%

IR E BIARPIF R A G, KR EEE —MREREE Rtk £ [BE] -
[RTFHL EL R [RAT] 7 K.

3. BAWIMIRASIET

X—fJBLE Linux A1 Mac OS X A0, /£ Windows A 1] Ge it 21| 5 E 22 3%
KB EE DL, WX — ST DA (e - TeE] . 2 [ W& BAEM
K& LRBEHOBNS NS, WREEHRREHIKSPRECET 7. BUaLLIR
W NFHB TRk 23 K85k .

4. JEIE USB ZRIEHNS BN AT B 5 IR -



adb devices

IR BeE 2

XXXXXX device

LRI -

TR (FBEER) USB £)

7 AT BLUE USB iR SR AEH adb, A U o4& —— R IR E R R
AT EMHA USB 2B HR, (HORIER MDA IRIM s win] DAE — € i A 2 USB %
PR PR s !

BAED IR

1.

2.

¥ Android 4% 5EHEAT adb ) HMGERR R — SRR, HAER] R — A WiFS
Wi 4% 5 E @R USB Zki%k.

R ERE D) (AIZAT adb devices B AEHIHHIZIA) «

1h& 4 7E 5555 Ui 1 UENT TCP/IP E$%:

adb tcpip 5555

WriF USB 4%,

HRNEAAN 1P Mk,

—HEEAE [BE] - [RTFHL - DIRESEL ] - TP dht | $03], bl UEH T 3CR
mAE W EEE - IP bk — T REJEM adb e REE

o 1P b ERR R

adb connect <device-ip-address>

X B ] <device-ip-address> Bt e F— B4 1P k.
IEEIRE

adb devices

R BeE 2

<device-ip-address>:5555 device

LRI -


https://github.com/mzlogin/awesome-adb/blob/master/README.md#ip-%E5%9C%B0%E5%9D%80

R

EHEAT, iEHIIA Android Lx%'%EEHUE EER) T [F—A WIiFi, SR)J5 FRIAT adb

connect <device-ip- address> %B ,/
R ATHINE, it adb kill-server EHTE 3 adb R JE ML F 2k — AR .
Wi L

i

adb disconnect <device-ip-address>

TLkERE (EHEfER USB £)

#E: TE root BR.

b TegiERE (REAEDE) USB 40 | BEISUHEENAM Ik, HEMET USB 3
PEEOR LI T LIE %

BEARIRATTAR ZE SR ZIE R, AREANREIT A D IR FORA R LMV ? & S REMN .

1.

f£ Android ¥ b2 — ALl A

& 2 2 e 2% ] DLk b 2D o B FH A Zeam AR 40l 28 d ik J& Terminal Emulator

for Android Downloads

s Android &5 EIZAT adb [ HINIERE R [A — AN RN, AR [FE > WiF.
ITJF Android #¢# E&umiiithas, £ B mKIHetT a2

su setprop service.adb.tcp.port 5555

$£2] Android &1 IP Hudil.

—EEAE [BE] - [RTFHL - DIRESEL ] - TPkt | $03], thrlUEH T CR
AAEwEEE - IP bk — T REJEM adb S REE

EHR FIE adb A1 IP Huhli%d: Android #E4%.

adb connect <device-ip-address>
X B ] <device-ip-address> Bt e L — B4 1P ik,
R HEE F| connected to <device- ip-address>:5555 TXAF 1R i 0 2R s B B R

A&, bk 58 + MIUI 8.0 + Android 6.0.1 MXB48T, RIRE(ES 5 P A & HE /A

adbd k%

» FEBE A iR A Ay EisAT

restart adbd

R restart L, FARLL T4


https://jackpal.github.io/Android-Terminal-Emulator/
https://jackpal.github.io/Android-Terminal-Emulator/
https://github.com/mzlogin/awesome-adb/blob/master/README.md#ip-%E5%9C%B0%E5%9D%80

start adbd stop adbd

N B

BEN YR

BF NI B2 B A 1 502

adb shell pm list packages [-f] [-d] [-e] [-s] [-3] [-i] [-u] [--user USER_ID] [FILTER]
RI7E adb shell pm list packages MJFEA A AN — S Hu A TIEIEE B AR MSIZER, HRW

HIES AN T
28

<FILTER>

FE N A

AN
igel

adb shell pm list packages
it 7 41«

IR EIVEE

BRRI R apk S

G5 disabled (R

H R enabled YR

TN Ay installer

(EASEE !

B8 S <FILTER> FfFER



package:com.android.smoketest package:com.example.android.livecubes
package:com.android.providers.telephony package:com.google.android.googlequicksearchbox
package:com.android.providers.calendar package:com.android.providers.media
package:com.android.protips package:com.android.documentsui package:com.android.gallery
package:com.android.externalstorage ... // other packages here ...

NSV

PN
il 4

adb shell pm list packages

1
0n

B=TINIHA

PN
il 4

adb shell pm list packages -3

B SR F RSN A

LeanE A H B4 A FRF 4 mazhuang N HPIER, A4
adb shell pm list packages mazhuang

IR AT LUER grep SKiduE:

adb shell pm list packages | grep mazhuang

adb install [-1lrtsdg] <path_to_apk>

BY;
adb install JEIH T LABL—SERTIE S HORRS I 2% APK (0479, TS UL # U T
¥ ax

: FHRT 22455247 H 7 /mntasec

T G e

-

2% AndroidManifest.xml B2 application #57E android:testonly="true" AN F]



SH =X

-s R4 2<% sdcard

-d TOVFIE R 78 o

-g BT HTA BT AR

AT A E IR LB R CIRESN success) AR ZHERT:
[100%] /data/local/tmp/1.apk pkg: /data/local/tmp/1.apk Success

bR RHTR v1.0.36 1 adb H%It, < Eox push apk SCHFEIFHLHIEBEE 0 EE.
fEHIIHARCA adb 1% U2 IXRE

12040 KB/s (22205609 bytes in 1.801s) pkg:
/data/local/tmp/Sogoulnput_android_v8.3_ sweb.apk Success

MATAIRA Y Failure MR 23R, LLl:

[100%] /data/local/tmp/map-20160831.apk pkg: /data/local/tmp/map-20160831.apk
Failure [INSTALL_FAILED ALREADY_ EXISTS]

L2 R M AR & SO T RERI DRI MU R -

Ty
INSTALL_FAILED_ALREADY_EXISTS RIFEEEFAE > BREIEL TER
INSTALL_FAILED_INVALID APK TRHT APK S
INSTALL_FAILED_INVALID_URI TR APK S04
INSTALL_FAILED_INSUFFICIENT_STORAGE Z2 8] R
INSTALL_FAILED_DUPLICATE_PACKAGE O EEAIE T
INSTALL_FAILED_NO_SHARED USER B KV Z R = A FEAE
INSTALL_FAILED_UPDATE_INCOMPATIBLE DAFi232it [E 4N A - HEE
INSTALL_FAILED_SHARED USER_INCOMPATIBLE BRIV AR EE A
INSTALL_FAILED_MISSING _SHARED_LIBRARY A FE R T % LR R
INSTALL_FAILED_REPLACE_COULDNT_DELETE BT AR
INSTALL_FAILED_DEXOPT dex {LfbgaiER M EZE [ f

INSTALL_FAILED_OLDER_SDK WG ARG AR T R ZK



L

INSTALL_FAILED_CONFLICTING_PROVIDER
INSTALL_FAILED_NEWER_SDK
INSTALL_FAILED_TEST_ONLY
INSTALL_FAILED_CPU_ABI_INCOMPATIBLE
INSTALL_FAILED_MISSING_FEATURE

INSTALL_FAILED_CONTAINER_ERROR

INSTALL_FAILED_INVALID_INSTALL_LOCATION

INSTALL_FAILED_MEDIA_UNAVAILABLE

INSTALL_FAILED_VERIFICATION_TIMEOUT
INSTALL_FAILED_VERIFICATION_FAILURE
INSTALL_FAILED_PACKAGE_CHANGED
INSTALL_FAILED_UID_CHANGED
INSTALL_FAILED_VERSION_DOWNGRADE
INSTALL_FAILED_PERMISSION_MODEL_DOWNGRADE
INSTALL_PARSE_FAILED_NOT_APK
INSTALL_PARSE_FAILED_BAD_MANIFEST
INSTALL_PARSE_FAILED_UNEXPECTED_EXCEPTION
INSTALL_PARSE_FAILED_NO_CERTIFICATES

INSTALL_PARSE_FAILED_INCONSISTENT_CERTIFICATE
S

INSTALL_PARSE_FAILED CERTIFICATE_ENCODING
INSTALL_PARSE_FAILED_BAD_PACKAGE_NAME
INSTALL_PARSE_FAILED BAD SHARED USER D

W B FESNAHREEE
W R GRASE TN K

N test-only Ay > {HZzH
BERFE®RE CPU N
R T % &R A YA

1. sdcard (a4 2. [ A

1. NEEZREHEEME; 2. N

LB B AN AT

Ealla o lin)

B R 2B E RN

R S PR PR EA S YA — 2
DlpiZzsed i > 548K
ER2 TN S AR
B4 target SDK SZH57ia1T
TEERS AL > B 2D)
T £y AndroidManifest
firtres B E =5

LERE AR

Nb

EZRZNA - HERS AP

fEAT APK SZEERTZEE] Certif
manifest {4 )& A B E {# A
manifest SC{4-EI5E T LA



L

INSTALL_PARSE_FAILED_ MANIFEST_MALFORMED
INSTALL_PARSE_FAILED_MANIFEST_EMPTY
INSTALL_FAILED_INTERNAL_ERROR
INSTALL_FAILED_USER_RESTRICTED
INSTALL_FAILED_DUPLICATE_PERMISSION
INSTALL_FAILED_NO_MATCHING_ABIS
INSTALL_CANCELED_BY_USER
INSTALL_FAILED_ACWF_INCOMPATIBLE
does not contain AndroidManifest.xml

is not a valid zip file

Offline

unauthorized

error: device not found

protocol failure

Unknown option: -s

No space left on device

Permission denied ... sdcard ...

signatures do not match the previously installed version;

ignoring!

%2 . PackageManager.java

adb install Wn/ff /5?///\
adb install j’;‘lKTﬂ?_ 571:}552

1. push apk Cff#| /data/local/tmp.
2. A pminstall %%,

3. Mk /data/local/tmp TFHIXFN. apk {4

FTBL, i B AR AT DUARPEIXAB IR, Faln BT eid i

AT manifest SR A5
£ manifest B IAFH
EESN IR SN

FH P e SR 22 2B N A

R HZEAE X — B FAER
IVAREREIN= i N ASEY s
o7 22 FR AT i EAfA
RN HRRF SRE RS
THT APK ST

TRHY APK S

R ARE R

B AR IR
R
wEEMTITERE

Android 2.2 DU AR SRR
ZE[A A e

sdcard ]

EZRZNHEESRF &


https://github.com/android/platform_frameworks_base/blob/master/core%2Fjava%2Fandroid%2Fcontent%2Fpm%2FPackageManager.java

=1 ES VAR

Payy
s

adb uninstall [-k] <packagename>

<packagename> KRN MIEA, -k ZHTiE, FRom BN B OR B Bl 2 A7 H 5%

thZEQWJ

adb uninstall com.qgihoo360.mobilesafe

FoREIE 360 FAHLLE A

HERN RS &

PN
il 4

adb shell pm clear <packagename>

<packagename> KRN H LA, XFMAMIRERM Y T1EEE BN HE R
SeAF R TIERREE ] .
thZEQWJ

adb shell pm clear com.qihoo360.mobilesafe

RoniEkk 360 FHLD MBI A

EBEHIE Activity

PN
il 4

adb shell dumpsys activity activities | grep mFocusedActivity

o 7= 191

mFocusedActivity: ActivityRecord{8079d7e u@
com.cyanogenmod.trebuchet/com.android.launcher3.Launcher t42}

s 1 TR

qmﬂﬁ com.cyanogenmod.trebuchet/com.android.launcher3.Launcher Rtﬂféﬂﬁu&~ﬂ:HUEqu

Act|V|tyo

HBEIFFIE{TH Services

PN
il 4

adb shell dumpsys activity services [<packagename>]

<packagename> ZHA AN, TBE <packagename> RRBEESENM AN Services,

ANeERINEEFEA Services.



<packagename> AN—wEy B B4, WUHET adb shell dumpsys activity services
org.mazhuang, W2 f144 org.mazhuang.demol. org.mazhuang.demo2 it org.mazhuangl23 ZEFE IR

Y] Services #i<=%IH K.
SNHAE

FERAFH am <command> 7%, ] <command> 1T :

command FR
start [options] <INTENT> JEZl <INTENT> $5EHY Activity
startservice [options] <INTENT> 2 7)) <INTENT> ¥57EHY Service
broadcast [options] <INTENT> ¥ 3% <INTENT> F5EHN) 5
force-stop <packagename> 1% 1F <packagename> fHRHY AR

<INTENT> SR RiE, 'S5 Android FEFIACHS B Intent AHXTN .
T e intent X ETINT

S8 =34
-a <ACTION> f57E action » [L4 android.intent.action.VIEW
-c <CATEGORY> F57E category » [L#[] android.intent.category.APP_CONTACTS

-n <COMPONENT> fEESEE component % HTHATAETEE SIS Activity » 41 com.example.:
<INTENT> HLELREH 23, #HE S F) Bundle —FF:

S8 =]
--esn <EXTRA_KEY> null 5 (HF key %)
-e --es <EXTRA_KEY> <EXT
--ez <EXTRA_KEY> <EXTRA_BOOLEAN_VALUE> boolean {H
--ei <EXTRA_KEY> <EXTRA_INT_VALUE> integer 1B
--el <EXTRA_KEY> <EXTRA_LONG_VALUE> long {H
--ef <EXTRA_KEY> <EXTRA_FLOAT_VALUE> float {E
--eu <EXTRA_KEY> <EXTRA_URI_VALUE> URI

--ecn <EXTRA_KEY> <EXTRA_COMPONENT_NAME_VALUE> component name



%
--eia <EXTRA_KEY> <EXTRA_INT_VALUE>[,<EXTRA_INT VALUE...] integer %74H
--ela <EXTRA_KEY> <EXTRA_LONG_VALUE>[,<EXTRA_LONG_VALUE...] long %4

JE#E Activity

fi A% 2

adb shell am start [options] <INTENT>

il

adb shell am start -n com.tencent.mm/.ui.LauncherUI

RN RS T 5

adb shell am start -n org.mazhuang.boottimemeasure/.MainActivity --es "toast" "hello, world"
%?ﬁ%ﬁ%ﬁ@,org.mazhuang.boottimemeasure/.MainActivity FAEEE string s (EX] toast -
hello, world.

JHEE Service

fi A% 2

adb shell am startservice [options] <INTENT>

il

adb shell am startservice -n
com.tencent.mm/.plugin.accountsync.model.AccountAuthenticatorService

KR ERBE I Service.

RIL] 1%

i A% 2

adb shell am broadcast [options] <INTENT>

Al LA BT 8, e DL AR e )
lan, wmArA AT # BOOT_COMPLETED:

adb shell am broadcast -a android.intent.action.BOOT_COMPLETED

XA, A org.mazhuang.boottimemeasure/.BootCompletedReceiver % BOOT_COMPLETED:
adb shell am broadcast -a android.intent.action.BOOT_COMPLETED -n
org.mazhuang.boottimemeasure/.BootCompletedReceiver

103



XA A AR S A, e 3 A3 SURMERIE, ) A5 R IR Ry 2R %

RSk

BERERIE RGETUE LT #, BRERIE HE SO #. W N2> RETUE SO # B ik

L

action

android.net.conn.CONNECTIVITY_CHANGE

android.intent.action.SCREEN_ON

android.intent.action.SCREEN_OFF

android.intent.action.BATTERY_LOW

android.intent.action.BATTERY_OKAY

android.intent.action.BOOT_COMPLETED

android.intent.action.DEVICE_STORAGE_LOW

android.intent.action.DEVICE_STORAGE_OK

android.intent.action.PACKAGE_ADDED

android.net.wifi. STATE_CHANGE

android.net.wifi. WIFI_STATE_CHANGED

android.intent.action.BATTERY_CHANGED

android.intent.action.INPUT_METHOD_ CHANGED

android.intent.action.ACTION_POWER_CONNECTED

android.intent.action.ACTION_POWER_DISCONNECTED

filk
EEERE L AR (b
e
PRAEREK

FHE (R > S BT

wE B

FIEZERI K

FIEZERIRE

e T HTHINH

WiFi IS L AR

WiFi JREZEN S SR T

L A R b

ROk NER AT

NS L

AN TR T T



action
android.intent.action.DREAMING_STARTED
android.intent.action. DREAMING_STOPPED
android.intent.action. WALLPAPER_CHANGED
android.intent.action.HEADSET_PLUG
android.intent.action.MEDIA_UNMOUNTED
android.intent.action.MEDIA_MOUNTED

android.os.action.POWER_SAVE_MODE_CHANGED

(LLL) 782 r] (/] adb fx)

SRR 1N

PANYA
i

adb shell am force-stop <packagename>
i 27l

adb shell am force-stop com.qihoo360.mobilesafe

FonfE il 360 24 P — IR RS

XHEH

B & BRI AR X

IS A
i 2

adb pull <& HMSCHFERAE> W B HEZR]
Horp duw Bfo E S ST DAERG, BN SRS HT H %
i

adb pull /sdcard/sr.mp4 ~/tmp/

ENS WA =t N

ENSNERIty N

B AT

AHWL

EHIES N5

HBESNR TR

CLEE S wbE

%



N R BRSO AR R BETR 2 root RURAREVT IR, WIRARIIE C4 root i, W]
PLACAT ] adb shell A1 su fig & 7E adb shell B3RHL root FUPRJ5, %G cp /path/on/device
/sdcard/filename $ X AFE i3 sdcard, JR)5 adb pull /sdcard/filename /path/on/pco.

55 4 e B L S

adb push <HIW ERISCHFERAES < B H >
i

adb push ~/sr.mp4 /sdcard/

LT e BRSO EE AR AT RECIE BB N, RIS L4 root i, AL
4% adb push /path/on/pc /sdcard/filename, JRJ5 adb shell Fll su fE adb shell B FKHL root #X
{EY = cp /sdcard/filename /path/on/devices

R A

£ adb shell BAMRSEAHIar2 MY input, JHIEE AT DU — LA A F45

input T2 M 5EHE help FEM0TF:

Usage: input [<source>] <command> [<arg>...] The sources are: mouse keyboard
joystick touchnavigation touchpad trackball stylus dpad
gesture touchscreen gamepad The commands and default sources are: text
<string> (Default: touchscreen) keyevent [--longpress] <key code number or name> ...
(Default: keyboard) tap <x> <y> (Default: touchscreen) swipe <x1> <yl> <x2> <y2>
[duration(ms)] (Default: touchscreen) press (Default: trackball) roll <dx> <dy>
(Default: trackball)

Etfnfdi FH adb shell input keyevent <keycode> 7%, A[AIH keycode RESZIUANFIHITNEE, 525
1) keycode KT W, KeyEvent, #5150 &A= EMWTF:

keycode aX
3 HOME ##
4 A [
5 IR SR

6 FETEETE


https://developer.android.com/reference/android/view/KeyEvent.html

24

23

26

27

64

82

85

86

87

88

122

123

126

127

164

176

187

keycode

IIE R

[ REE

i

FE T B

Al (FREAEMEIN A E)

AEIRALE

SREA

B =

(ERI511

SR

R E—E

B err el T E B3R

BRI T REG IR

PR FEIL

HE B

e

T RGRE

YN



keycode

207

208

209

210

220

221

223

224

231

276

EAPIR IS YN

fIFHG

FITER

Tt S

E‘U
K

MRS

o

Il

&
o
O

PG

ENSHYSI Y

IR

TS EE

WA wakelock NIiEZ S RAR

T A input ﬁﬁé‘ﬂ’]*%ﬂﬂ/ﬁﬁéﬁﬂo

e
s

1}

adb shell input keyevent 26

PATRORAN 2 T4% AL il

KHR

PN
il 2

adb shell input keyevent 82

HOME #



PANYA
il 4

adb shell input

EEH
s

adb shell input

RS

R

adb shell input
B Ak &

adb shell input

Cia=¥

adb shell input

LA

i ILERER

adb shell input

st €

adb shell input

R — 8-

adb shell input

e

adb shell input
UE €

adb shell input

ENER €

adb shell input

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

keyevent

24

25

164

85

86

87

88

126

127



SR TEINE K R

A DAL B SCHFA I AR UL AR R D) 40 s Se AR KB, (ELAD R A8 22 s S el KR K
B, SR LAE I a0 J5i

RSE R

adb shell input keyevent 224

%E\KE%:

adb shell input keyevent 223

TR TR

ﬁﬂ?’ﬁ@lﬁ}?&ﬁyﬂ, SR S F R, AR LB input swipe RAREN
WA (BHLIHLE Nexus 5, |7 FIEsh TR 20 .

adb shell input swipe 300 1000 300 500
Z 41 300 1000 300 500 ) AR IANHTIE 5 x AAT FADUA Ay AAKE ZET S x ARAT S5 TR Ay ABKF o

LN N

TEAE i Ab T3 SCARERS, v PLEI input 72 SRHEIA SCA

i

adb shell input text hello

HIAE hello HEWAE SCAHE T o

BEHE

Android R4 HES NHESY, JRZER Linux W HEHH 3 /proc/kmsg, Android i H
L #) /devilog.

Android HiE

iy 2

[adb] logcat [<option>] ... [<filter-spec>] ...

RS20

?Ed&%] (nglan



Android [¥] H &5 AW R JLAMES RS Cpriority) -

o« V——Verbose (& @ K55 )
e D ——Debug

e« |——Info

e W ——Warning
e E——Error

e F——Fatal

o S—Silent (&5 > &t A &)
F 520 ) 9k H E N 2% 2 50 L UL EH s
tban, 4

adb logcat *:W
2% Warning. Error. Fatal #il Silent HE%it .

(¥E: 7£ macOS TFEEL «:w XL« /EN tag MISEMXE S, U adb logcat "*:uW",
AR no matches found: *:Wo )

#% tag MIFHILIWHEHE

<filter-spec> CIN:EE <tag>[:priority] H % o
tban, 4

adb logcat ActivityManager:I MyApp:D *:S
FKonfit tag ActivityManager 1) Info DL EZnIHE, it tag myapp ) Debug BA_E 2855 H
&, KIH'E tag 1 Silent ZalHE (RIBE#IE tag HE)

HE=

A PLH adb logcat -v <format> EWfE & H &5 H A%
HESRFZ LR JLA <format>:

e Drief
NN S S W
<priority>/<tag>(<pid>): <message>
ZNE
D/HeadsetStateMachine( 1785): Disconnected process message: 10, size: ©

e process



[FAWAE

<priority>(<pid>) <message>

ENIE

D( 1785) Disconnected process message: 10, size: © (HeadsetStateMachine)
tag

[FAWAE

<priority>/<tag>: <message>

ENIE

D/HeadsetStateMachine: Disconnected process message: 10, size: ©
raw

[FAWAE

<message>

ENGIE

Disconnected process message: 10, size: ©

time

[FAWAE

<datetime> <priority>/<tag>(<pid>): <message>

ENGIE

08-28 22:39:39.974 D/HeadsetStateMachine( 1785): Disconnected process message: 10,

size: ©

threadtime

[FAWAE

<datetime> <pid> <tid> <priority> <tag>: <message>
IR

08-28 22:39:39.974 1785 1832 D HeadsetStateMachine: Disconnected process message:
10, size: ©



e long
[SWAE
[ <datetime> <pid>:<tid> <priority>/<tag> ] <message>
ZNUE

[ ©8-28 22:39:39.974 1785: 1832 D/HeadsetStateMachine ] Disconnected process message:
10, size: ©

TR ks Al 5 B e RN A . .

adb logcat -v long ActivityManager:I *:S

HZEHE

adb logcat -c

AR

adb shell dmesg
i 4 7 151«

<6>[14201.684016] PM: noirq resume of devices complete after 0.982 msecs <6>[14201.685525]
PM: early resume of devices complete after ©0.838 msecs <6>[14201.753642] PM: resume of devices
complete after 68.106 msecs <4>[14201.755954] Restarting tasks ... done. <6>[14201.771229]
PM: suspend exit 2016-08-28 13:31:32.679217193 UTC <6>[14201.872373] PM: suspend entry
2016-08-28 13:31:32.780363596 UTC <6>[14201.872498] PM: Syncing filesystems ... done.
TS5 L [14201.684016] AR NIZITUG B 3G RIS TE], SR8

I A H ST DM — 2SS, TR N R SN, ERGURSh R RN E &
B2 Freeing init memory HS—47 R I A H] 5 A& o

BEEREER

R
X

adb shell getprop ro.product.model
it 71



Nexus 5

RS
s

adb shell dumpsys battery
iy N7«

Current Battery Service state: AC powered: false USB powered: true Wireless powered:
false status: 2 health: 2 present: true level: 44 scale: 100 voltage: 3872
temperature: 280 technology: Li-poly

Hr scale REANHE, level {URNHTHE. LML ERRICH T 44% KIHE.

RS
s

adb shell wm size

i 7= 1

Physical size: 1080x1920
ZR DR RN 1080px * 1920px.

Al Ay o, A% T RE A2

Physical size: 1080x1920 Override size: 480x1024
TSR R AL 1080px * 1920px, ART#HEN A 480px * 1024px.

FRREE

PN
il 2 s

adb shell wm density

i 7=

Physical density: 420
SV BRI DY 420dpis

Al Ay o, A% T RE A2

Physical density: 480 Override density: 160

W VA I B 2 B JFoR 2 480dpi, HHT#HZ A 160dpi.



[?ﬂ][
S
W
£

i

>

adb shell dumpsys window displays

i 7= 1

WINDOW MANAGER DISPLAY CONTENTS (dumpsys window displays) Display: mDisplayId=0
init=1080x1920 420dpi cur=1080x1920 app=1080x1794 rng=1080x1017-1810x1731
deferred=false layoutNeeded=false

Hr mpisplayld A SBoRBEdR T, init a2 WA HER AN BERE 25 BE, app MR EELL init LAY/,
TR FHIRE A B IZE, SN 1920 - 1794 = 126px & 42dp.

android_.id

PN
il 2 s

adb shell settings get secure android_id

i 7= 1

51b6be48bac8c569

IMEI

7£ Android 4.4 J VLR WA AT a4 R iy 2 3R E IMEL:

adb shell dumpsys iphonesubinfo

i 7= 1

Phone Subscriber Info: Phone Type = GSM Device ID = 860955027785041

HH ) pevice 1D Hi/Z& IMEL.

M7t Android 5.0 K LA_EjiA BLIX A far i vz, B H eI $GRkT (FF 2 root AL
M -

adb shell su service call iphonesubinfo 1

o s 1 -

Result: Parcel( ©x00000000: 00000000 000VVOT 0360038 00390030 '........ 8.6.0.9."
0x00000010: 00350035 00320030 00370037 00350038 '5.5.0.2.7.7.8.5." 0x00000020: 00340030
00000031 '0.4.1... D)

W HEE A RN SR RS IMEL T, HnixX B2 860955027785041 .
2. adb shell dumpsys iphonesubinfo not working since Android 5.0 Lollipop

Android Z%thA


http://stackoverflow.com/questions/27002663/adb-shell-dumpsys-iphonesubinfo-not-working-since-android-5-0-lollipop

PN
il 4

adb shell getprop ro.build.version.release

o 7= 191

5.0.2

IP 3k

BB AR IP AR RS W& - TRTFHL - DREER ] - TIP bk | 1R
AT ? 8 adb FTLATTEHEE

PN
il 4

adb shell ifconfig | grep Mask
it 751

inet addr:10.130.245.230 Mask:255.255.255.252 inet addr:127.0.0.1 Mask:255.0.0.0
4 10.130.245.230 G2 IP Hudilk.
ARG EIX NS EA Y, WRRSESE WIF, ] DUEH Nk E R IP:

adb shell ifconfig wlane@
o 7= 191

wlan@: ip 10.129.160.99 mask 255.255.240.0 flags [up broadcast running multicast]

%

wlane Link encap:UNSPEC inet addr:10.129.168.57 Bcast:10.129.175.255
Mask:255.255.240.0 inet6 addr: fe80::66cc:2eff:fe68:b6b6/64 Scope: Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:496520 errors:0
dropped:0 overruns:@ frame:©0 TX packets:68215 errors:0 dropped:0 overruns:0
carrier:0 collisions:@ txqueuelen:3000 RX bytes:116266821 TX
bytes:8311736

AR L B g SRR BN ME S, A Ll Bl N ar s Gl RGURAS Bl Al -

adb shell netcfg

Ty HH )«
wlano UP 10.129.160.99/20 0x00001043 f8:29:d0:17:42:4d lo
uP 127.0.0.1/8 ©x00000049 00:00:00:00:00:00 p2po upP

.0/0 0x00001003 fa:29:d0:17:42:4d sito DOWN
.0/0 Ox00000080 00:00:00:00:00:00 rmnetd®  DOWN
.0/0 Ox00000000 00:00:00:00:00:00 rmnetl  DOWN
.0/0 Ox00000000 00:00:00:00:00:00 rmnet3  DOWN
.0/0 Ox00000000 00:00:00:00:00:00 rmnet2  DOWN
.0/0 Ox00000000 00:00:00:00:00:00 rmnetd  DOWN

®© ® ®© ®© © ©
®© ® ®© ®© © ©
® ® ®©O © © ©



0.0.0.0/0 0x00000000 00:00:00:00:00:00 rmnet6  DOWN
0.0.0.0/0 0x00000000 00:00:00:00:00:00 rmnet5 DOWN
0.0.0.0/0 0x00000000 00:00:00:00:00:00 rmnet7  DOWN
0.0.0.0/0 ©x00000000 00:00:00:00:00:00 rev_rmnet3 DOWN
0.0.0.0/0 0x00001002 4e:b7:e4:2e:17:58 rev_rmnet2 DOWN
0.0.0.0/0 0x00001002 4e:f0:c8:bf:7a:cf rev_rmnet4 DOWN
0.0.0.0/0 0x00001002 a6:c@:3b:6b:c4:1f rev_rmnet6 DOWN
0.0.0.0/0 0x00001002 66:bb:5d:64:2e:e9 rev_rmnet5 DOWN
0.0.0.0/0 0x00001002 Pe:1b:eb:b9:23:a0 rev_rmnet7 DOWN
0.0.0.0/0 0x00001002 7a:d9:f6:81:40:5a rev_rmnet8 DOWN
0.0.0.0/0 0x00001002 4e:e2:29:bb:d0:1b rev_rmneto DOWN
0.0.0.0/0 0x00001002 fe:65:d0:ca:82:a9 rev_rmnetl DOWN
0.0.0.0/0 0x00001002 da:d8:e8:4f:2e:fe

A LVE BIMZGER AR RAPIRES . IP hbAT Mac ihb3545 5 .
Mac it

adb shell cat /sys/class/net/wlan@/address

o 7= 191

£8:29:d0:17:42:4d
XEFNEREM Mac Hulik, #2200 2% s e 8005 Bl PLEE AT i)/~ (1P Huhl: |
HIRFM adb shell netcfg fr > KAE .

CPU %—l%\

adb shell cat /proc/cpuinfo

it 751

Processor : ARMv7 Processor rev @ (v71) processor : © BogoMIPS : 38.40
processor : 1 BogoMIPS : 38.40 processor : 2 BogoMIPS : 38.40
processor : 3 BogoMIPS : 38.40 Features : swp half thumb fastmult vfp edsp
neon vfpv3 tls vfpv4 idiva idivt CPU implementer : @x51 CPU architecture: 7 CPU variant

0x2 CPU part : @x06f CPU revision : @ Hardware : Qualcomm MSM 8974 HAMMERHEAD
(Flattened Device Tree) Revision : 000b Serial : 0000000000

XJE Nexus 5 11 CPU {55, FRATM % B 0T LLE 2IH A F# 4572 Qualcomm MSM 8974,
processor 45 & 0 2| 3, FrLleERVURZIT, KHAMZEME ARMV7 Processor rev @ (v71).

NEFER



PN
il 4

adb shell cat /proc/meminfo

it 781

MemTotal: 1027424 kB MemFree: 486564 kB Buffers: 15224 kB Cached:
72464 kB SwapCached: 24152 kB Active: 110572 kB Inactive: 259060 kB
Active(anon): 79176 kB Inactive(anon): 207736 kB Active(file): 31396 kB
Inactive(file): 51324 kB Unevictable: 3948 kB Mlocked: 0 kBHighTotal:
409600 kB HighFree: 132612 kB LowTotal: 617824 kB LowFree: 353952 kB
SwapTotal: 262140 kB SwapFree: 207572 kB Dirty: 0 kB Writeback:
0 kB AnonPages: 265324 kB Mapped: 47072 kB Shmem: 1020 kB Slab:
57372 kB SReclaimable: 7692 kB SUnreclaim: 49680 kB KernelStack: 4512 kB
PageTables: 5912 kB NFS_Unstable: 0 kB Bounce: 0 kB
WritebackTmp: 0 kB CommitLimit: 775852 kB Committed_AS: 13520632 kB
VmallocTotal: 385024 kB VmallocUsed: 61004 kB VmallocChunk: 209668 kB

Horp, MemTotal B2 X2 HI BN LE, MemFree +& 40T N NAF -

EZSWHSHAEME

B M E 25 R gE Uk LB i a2 A

adb shell cat /system/build.prop

XemHRZER, BTN IRAI T35 | F1 [Android REUERA ] 4.

W R aFE A HES, BN adb shell getprop <EIE4> T2 HIMEE,
HI2E o B R

B aX
ro.build.version.sdk SDK' hliAR
ro.build.version.release Android ZZERRAR
ro.build.version.security _patch Android ZZg4fh T2 5]
ro.product.model uLisy
ro.product.brand P

ro.product.name wWEH



Bt ZX

ro.product.board SAFHZR RS
ro.product.cpu.abilist CPU 7Y abi 5IIFR[ 7707 —]
persist.sys.isUsbOtgEnabled mhxfr OTG
dalvik.vm.heapsize BRI HEFNANE EIR
ro.sf.lcd_density -2

T —:

—L/NTEHI ROM AIEgfEd CPU FFH abi HIRKIEMHES, Wi
ro.product.cpu.abilist B ERAR, 7] PLUXFERARA:
adb shell cat /system/build.prop | grep ro.product.cpu.abi

ZNETHE

ro.product.cpu.abi=armeabi-v7a ro.product.cpu.abi2=armeabi

EUORE

HB BHWEZE, BT E a2 A AR RaRIRAKIER, AJLAIZAT adb reboot HLJH W4,
BT EE.

B B R R B B Rl settings A B
/data/data/com.android.providers.settings/databases/settings.db B 775 [ ¢ & 1H

A A
TR

adb shell wm size 480x1024
RN oy A& 0N 480px * 1024px.

PRI 73 R A2 -

adb shell wm size reset

FRERE



PN
il 2

adb shell wm density 160
T b m B SN 160dpi.

VRN i L A 42

adb shell wm density reset

X

i 4

>

adb shell wm overscan 0,0,0,200

WA Sy lRon i /e, b AL MG AGR, LSRR ekl 200px &
Ho

PR 5 7R X ki

adb shell wm overscan reset

RM USB it

3
>

adb shell settings put global adb_enabled ©

=
il

H&a A WEART T, BT USB ik adb mtifE#:A E Android #4577 .
E®&ELFHREE. [EE] - [JFA&ET - [Android k] .

WSS EoREETE

ZX

i

Bt A 6 % B 6 . Cyanogenmod HLA [ @5 | .

/¢> yu:d

adb shell settings put global policy control <key-values>

<key-values> AR LA S FLN S B ZH AR %ﬁ?\j<key1>=<value1>:<key2>=<va1ue2>o
key



key

immersive.full

immersive.status

immersive.navigation

immersive.preconfirms

XL N AE A WG MMEHE S 1 5

value

apps
*
packagename

-packagename

i

[ A st
B IR A
b S AT
?
aX
AR R
I
fEE N
HEPRTEER A

adb shell settings put global policy control immersive.full=*

RN BCEAEPTA FH T #R R N BRSNS A

adb shell settings put global policy control

immersive.status=com.packagel, com.package2:immersive.navigation=apps, -com.package3

KRB EAER AN com.packagel M com.package2 N B HUIRZASAE, 1EFR 44

com.package3 IR A N LR GER S A

SCHThRE

FREE

Ak Pl R A7 28] LA -

adb exec-out screencap -p > sc.png

MR adb WA, FIEMER exec-out i, KMIRHIER adb WA, JoWEm H 0%

LIS P EAR BRAGAL (R 70325 -
St ORA7 21 s 45 L



adb shell screencap -p /sdcard/sc.png

SRJEHE png SCA B LN -

adb pull /sdcard/sc.png
"] LL{# ] adb shell screencap -h B1 & screencap i3 I BE R, TIHZEM NG =L KISE I

RS

e &
P fEEREXEN png #55K
-d display-id fEEHENERRRS (A2 EREELT)

SR RAGE A BL png SRR T IS -p 238G SWFHEMH -p 25 WiRAEE
SRS, BRI N R B 3 stdout.
AR AT A R I DR A 21 F N R T

Linux #7 Windows

adb shell screencap -p | sed "s/\r$//" > sc.png
Mac OS X

adb shell screencap -p | gsed "s/\r$//" > sc.png

EATEFEEMS gnused 774, 7E Linux FEHAE, 7€ Windows T~ Git 23 HFEN
bin ST A . WERWHSEHR AR ZAT 4, LU T3 sed for Windows J-#4 sed.exe FE
IR INE] PATH A& .

M7t Mac MMEMRGHTH sed fiv & =fiH:

sed: RE error: illegal byte sequence
TR gnu-sed, R gsed s

brew install gnu-sed

TR

kil E R L, mpd #% A RA73] /sdcard:

adb shell screenrecord /sdcard/filename.mp4

i B AT I % cer1-c, BRI TR) AT S A s il i () 4 /2 180 A
p SR T H 3 A

adb pull /sdcard/filename.mp4


http://gnuwin32.sourceforge.net/packages/sed.htm

ﬁ]Elﬁfﬁﬁ adb shell screenrecord --help %i%% screenrecord ﬁﬁé?ﬂ@%%ﬂﬁﬁgﬁia 1:ﬁﬁﬁ%ﬁ§yﬂé%§&
UEPE

©

SH =X

--size WIDTHXHEIGHT P K~T > BRA 1280x720 » BRI B FFRELSTHERR o
—-bit-rate RATE AT ELERR - BRIAE 4Mbps ©

—-time-limit TIME SEHI A - BBALED o

--verbose EiHE S (ER -

EHEE system SXAHEE

FE root HR.

/system Iy X BRIN RO R, (HA S EEL NSy Android RGEANINaT 4 MR E 4 B 4%
TEXT Isystem #HATHEAE, FrUAFTEEFHERE RS,

DR

1. 3t shell FH1#:31 root H AR .

filincer
adb shell su

2. HFE T X HAEE O

A
4
mount

o 7= 191

rootfs / rootfs ro,relatime @ @ tmpfs /dev tmpfs rw,seclabel,nosuid,relatime,mode=755
@ 0 devpts /dev/pts devpts rw,seclabel,relatime,mode=600 @ © proc /proc proc
rw,relatime @ @ sysfs /sys sysfs rw,seclabel,relatime @ @ selinuxfs /sys/fs/selinux
selinuxfs rw,relatime @ @ debugfs /sys/kernel/debug debugfs rw,relatime @ @ none /var
tmpfs rw,seclabel,relatime,mode=770,gid=1000 © © none /acct cgroup
rw,relatime,cpuacct © @ none /sys/fs/cgroup tmpfs
rw,seclabel,relatime,mode=750,g1d=1000 © @ none /sys/fs/cgroup/memory cgroup
rw,relatime,memory @ @ tmpfs /mnt/asec tmpfs rw,seclabel,relatime,mode=755,gid=1000
@ 0 tmpfs /mnt/obb tmpfs rw,seclabel,relatime,mode=755,gid=1000 © @ none /dev/memcg
cgroup rw,relatime,memory © © none /dev/cpuctl cgroup rw,relatime,cpu © © none



/sys/fs/cgroup tmpfs rw,seclabel,relatime,mode=750,gid=1000 © © none
/sys/fs/cgroup/memory cgroup rw,relatime,memory © © none /sys/fs/cgroup/freezer
cgroup rw,relatime,freezer 0 @ /dev/block/platform/msm_sdcc.1l/by-name/system /system
ext4 ro,seclabel,relatime,data=ordered 0 ©
/dev/block/platform/msm_sdcc.1/by-name/userdata /data ext4
rw,seclabel,nosuid,nodev,relatime,noauto_da_alloc,data=ordered 0 ©
/dev/block/platform/msm_sdcc.1/by-name/cache /cache ext4
rw,seclabel,nosuid,nodev,relatime,data=ordered 0 0
/dev/block/platform/msm_sdcc.1/by-name/persist /persist ext4
rw,seclabel,nosuid,nodev,relatime,data=ordered 0 0
/dev/block/platform/msm_sdcc.1/by-name/modem /firmware vfat
ro,context=u:object_r:firmware_ file:s0@,relatime,uid=1000,gid=1000,fmask=0337,dmas
k=0227,codepage=cp437,iocharset=is08859-1,shortname=1ower, errors=remount-ro 0 ©
/dev/fuse /mnt/shell/emulated fuse
rw,nosuid,nodev,relatime,user_id=1023,group_id=1023,default_permissions,allow_oth
er @ @ /dev/fuse /mnt/shell/emulated/@ fuse
rw,nosuid,nodev,relatime,user_id=1023,group_id=1023,default_permissions,allow_oth
er 0 0

RN AP IRAIGE R /system FIHE—4T:

/dev/block/platform/msm_sdcc.1/by-name/system /system ext4
ro,seclabel,relatime,data=ordered 0 ©

3. WAL

mount -o remount,rw -t yaffs2 /dev/block/platform/msm_sdcc.1/by-name/system /system
;ﬁQE@E@ /dev/block/platform/msm_sdcc.1/by-name/system Eﬁﬁ%%ﬁﬂj[ﬁpl:**iEE@ﬁﬁﬁﬂjEE?%
B BRAL o

an SR R PR R EOTE, R T, ATRAXY fsystem TR HISCHAPREION T .

BEERIE WiFi Z5E
#E: TE root HR.
IR

adb shell su cat /data/misc/wifi/*.conf
LN R

network={ ssid="TP-LINK_9DFC" scan_ssid=1 psk="123456789"
key_mgmt=WPA-PSK group=CCMP TKIP auth_alg=0PEN sim_num=1



priority=13893 } network={ ssid="TP-LINK_F11E" psk="987654321"
key_mgmt=WPA-PSK sim_num=1 priority=17293 }

ssid BINIRATTAE WLAN W E BB BRI SR, psk NEM, key mgmt NZZENNE T .

BB Y H B[

H: FE root BIR.
i

adb shell su date -s 20160823.131500
Rk Z g H WA (a3 50 2016 4 08 H 23 H 13 £ 15 4 00 #.

EEFL

PN
il 4

adb reboot

MR E root

PN
il 4

adb shell su
BBy AT R 2 ¢ WERRIEAE root AR, A& # NZKIRE root.

£ Monkey #H1THEIJIMIE

Monkey R LAZERSCOYBEALA] 7 SR RAA L . bt 358834, ) DU IEAETT A AR
P AT REAL S 77

ff] BTV -
adb shell monkey -p <packagename> -v 500

FRNTA] <packagename> T8 € WM FHFE 1% 500 MMAFEHLFA1E.
Monkey WITFE4IRITES S B 7 O,

FEIE WiFi

#E: TE root BR.


https://developer.android.com/studio/test/monkey.html

A I B B B WIFD CIRES, AT U LR HR 2 58 B
JFE WiFi:

adb root adb shell svc wifi enable

] WiFi:

adb root adb shell svc wifi disable

APATHE, FHONES ARG root BURSUTILAr &, KPAT R, Hrth killed.

ISR <

E/=%] Recovery &5

PANpS
FIIJ/Q'\:

adb reboot recovery

M Recovery E)=%] Android

PANpS
FIIJ/Q'\:

adb reboot

EE%] Fastboot R,

PANyS
FIIJ/Q'\:

adb reboot bootloader

Wi sideload E¥H AL

WRBANTTE T Android ¥ &4 N R G EFr a2 B F, AW rT LS adb SR5ERHE
o

LA Recovery xR BH 1 :

1. #J5%| Recovery &,

PANpS
FIIJ/Q'\:

adb reboot recovery



2. 1Ei%#% 1 Recovery Ftif L#/EiEN Apply update-Apply from ADB.
E: AFM Recovery SRR ILA Z 5, A HE—JSCHEH Apply update from

ADB.

Bid adb MBI RS
A

O A

3. 1#
A

adb sideload <path-to-update.zip>

¥ adb shell ff<

Android 2% 2T Linux A, Frbl Linux HER 2 a4/ Android E&ﬁ*ﬁﬂﬁ*fl
[PISEHL, 1E adb shell HATLAA . A SCHURTHIIE 0 WA T AL 2] T adb shell fi4s

HEEHE

PANpS
FIIJ/Q'\:

adb shell ps

T HH )«
USER PID PPID VSIZE RSS WCHAN PC NAME root 1 0 8904 788
ffffffff 00000000 S /init root 2 0 0 0 ffffffff 00000000 S kthreadd ...

uo_a71 7779 5926 1538748 48896 ffffffff 00000000 S com.sohu.inputmethod.sogou:classic
ud_as8 7963 5926 1561916 59568 ffffffff 00000000 S org.mazhuang.boottimemeasure ...
shell 8750 217 10640 740 00000000 b6128340 R ps

B s
5l aX
USER AT F
PID #HE ID
PPID Sit#E 1D
NAME e

BB R BRI E R



PN
il 4

adb shell top

it 781

User 0%, System 6%, IOW 0%, IRQ 0% User 3 + Nice @ + Sys 21 + Idle 280 + IOW © + IRQ © + SIRQ
3 =307 PID PR CPU% S #THR VSS RSS PCY UID Name 8763 © 3% R 1 10640K
1064K fg shell top 131 @ 3% S 1 oK oK fg root dhd_dpc 6144 ©
0% S 115 1682004K 115916K fg system system_server 132 © 0% S 1 oK oK

fg root dhd_rxf 1731 @ 0% S 6 20288K 788K fg root

/system/bin/mpdecision 217 © 0% S 6 18008K 356K fg shell /sbin/adbd

7779 2 0%S 19 1538748K 48896K bg u@_a71 com.sohu.inputmethod.sogou:classic 7963
0 0% S 18 1561916K 59568K fg u@_a58 org.mazhuang.boottimemeasure

B A5 s

e aX
PID 22 ID
PR 5k
CPU% LR S CPU Horth
S HIRAE (R=517 » S=HElR » T=pRENZ 1L - Z=(E7#H12)
#THR AR
VSS Virtual Set Size [FIFEANG (&L= ES5HANNE)
RSS Resident Set Size S:fr{f NG (AELEESHNANE)
PCY JERESEIS (1474 - SP_BACKGROUND/SPFOREGROUND
uiD HEFTEEHIA - 1D
NAME HEH

top T R ILSCHF— LA AT SH, VEAINEI T
Usage: top [ -m max_procs ] [ -n iterations ] [ -d delay ] [ -s sort_column J [ -t ] [ -h ]
-m num g% RREZOAHTE -n num filE 2R EIR H -d num FETEAIE]RE CERALED, ERE



5) -s col F#HEBHEF (ATH col f4: cpu, vss, rss, thr) -t SoR&EER
N B SR

IR EE M a2 M fa g, mr a2 L 1P i ey AN E AN -

g TheE
cat B AENE
cd 12k S
chmod B SR HUE 15 TR AR
df EEWEZE EERIE
grep FuRi=tifan
kill RIEHEE PID AY#HE
s A H TN
mount HEEHFNEENER
mv BohsE e
ps BEIFAEGITHIHE
rm il
top EEHERIFUR S FHE



=7 adb server &k

H&ERR

error: protocol fault (couldn't read status): No error
ATRE R A

adb server HFEREEH K 5037 i A4 5 H

FRUTT R

$REHH] 5037 wm MHJERE, RJE2&IEE. L Windows Foyfi:

netstat -ano | findstr LISTENING ... TCP 0.0.0.0:5037
LISTENING 1548 ...

XH 1548 R iifE ID, Han 44 iiziife:

taskkill /PID 1548

RIGTHE3) adb L&A T .

0.0.0.0:0



